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ABSTRACT

Trendsin the semiconductomdustry towardsextensie design
andcodereusemotivate a needfor adequaténtellectualProperty
Protection(IPP) schemes. We offer a nev generallPP scheme
calledconstraint-based water marking andanalyizeit in thecontext
of the graphpartitioningproblem. Graphpatrtitioningis a critical
optimizationproblemthathasmary applicationsparticularlyin the
semiconductodesignprocess.Our IPPtechniquefor graphparti-
tioning water marks solutionsto graphpartitioningproblemssothat
they carryanauthors signature Ourtechniqués transparerto the
actualCAD tool which doesthe partitioning. Our techniquepro-
ducessolutionsthat have very low quality degradationlevels, yet
carrysignatureshatarecornvincingly unambiguousgxtremelyun-
likely to bepresenby coincidenceanddifficult to detector remove
without completelyresolvingthe partitioningproblem.

1. INTRODUCTION

The exponentialgrowth of VLSI designintegration hasled to
anexplosive proliferationof reusablecore-basedlesigns.This, in
turn, motivatesa needfor effective andefficient IPP schemesind
tools. We presentgenerakonstraint-based watermarking scheme
andanalyizeit in thecontet of graphpartitioning. Graphpartition-
ing is a critical optimizationproblemthat hasmary applications,
particularlyin the semiconductodesignprocesg1].

Our IPP techniquefor graphpartitioningwatermarks solutions
to graphpartitioning problemsso that they carry an authors sig-
nature.Thegenerakonstraint-basedatermarkingapproachmaps
anauthors signaturento a setof constrainteandthenmodifiesthe
partitioning objectve function so that a disproportionatenumber
of theseconstraintsare satisfied. This, however, is only a skele-
ton of the processsincethe typesof constraintshat are selected
(constraint types) andthe tactic by which we encourage dispro-
portionatenumberof the constraintgo be satisfied(watermarking
tactic) canvary greatly We developed,implementedand eval-
uatedfive separateschemeghat differ from eachothersolely in
thesechoices.

We introduceour approactusinga smallexample.Considerthe
graphof Figure2. We will call this graphG16. It has16 vertices
and31edgeslt wascreatedandomlyby specifyingthatthereare
16 verticesandthat Eachpotentialedgewill occurwith a proba-
bility of 0.25. Our goalis to demonstratéhat, for even a graph
this small, it is possibleto watermarksolutionsof the graphpar
titioning problem. We alsoshaw, in generalthatthe potentialfor
watermarkingxistsby demonstratingvhathappengo thenumber
of solutionsof variousqualitieswhen certain constraintsare en-
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forced.For thesale of this examplethegraphpartitioningproblem
is formally definedasfollows:

Problem:MIN k-WAY BALANCED GRAPHPARTITION
Instance GraphG = (V, E)
Solution: A partitionof V into k disjointsetsF = Cy, ...,Cy with
Ici| =M fori=1,..k
MeasureThe sumof theweightof edgesetweerthedisjoint sets.
This measures calledthe edge-cut of thegraph.

Figure 1: Graph partitioning problem.

Variationsof this problemallow for weightedverticesor edges,
hyperedgematherthanedgesandrelaxedbalanceconstraintsFind-
ing a solutionto ary of theseproblemswith minimum edge-cuis
NP-hard[8]. For this example,we are concernedvith 2-way ex-
actly balancedyraphpartitioning.

The core idea behind our watermarkingtechniqueis to select
a setof constraintghat correspondo our watermarkandthento
find a solutionto the problemthatsatisfiesalarge numberof these
constraintsWe cando this by preprocessingn aprobleminstance
andthenrunningthe partitioner(ary partitioner)on the modified
instance.

Figure 2: G16: A graph with 16 verticesand 31 edges.

For thisillustrative example,our constraintareof thetype“ver
tex v; andvertex vo mustbe on the samesideof thepartition”. We
will enforcethis by meiging the selectedverticesasa preprocess-
ing step.Thereforewe facea simpletradeof betweerthe number
of constraintsaddedandthe quality of our solutions. If, for each
constrainty, andv, aresimply selectedandomlyfrom the setof
vertices thenthe probability of eachconstrainthaving occurredn
somesolution by coincidencealoneis % Sincetheseprobabili-
tiesarenearlyindependendf eachother the probabilityof X con-
st)r(aintsall occurringin asolutionby coincidences approximately
1

2 We displayanexhaustve list of the numberof solutionsof vari-
ousqualities,Figure3. Theverticalaxisrepresentedge-cuvalues
andthe horizontalaxis representsiumberof solutionson a loga-
rithmic scale.The outermosturve shavs the numberof solutions
that have variousedge-cuts.From this curve one canseethatthe
min cutis 9, thatthe maxcutis 25. It is importantto obsere that
for this graphthereis only onesolutionwith a cut of the minimum
size9. Thusit is unreasonabléo expectto find a watermarked
solutionwhich alsohascut valueof 9.
Theothercurvescorrespondo theresultsof progressiely meig-
ing pair after pair of verticestogether The pairsof verticescon-
tractedfor this examplearelistedin orderin Figure3. Thesepairs



encodea signature.They wereselectedusinga cryptographically
strongpseudorandomumbergeneratoseededn a way that will
bediscussedhter After thefirst threeof thesepairsarecontracted,
themin cutis 10, the maxcutis 23, andthereare 37 differentso-
lutions with an edge-cutof 13. All of thesesolutionssatisfy all
threeconstraintsandhencethereis at mosta onein eightchance
of comingup with oneof thesesolutionsby coincidence Hencea
partitionerthatreturnecthe partitionwith anedge-cubf 10 would
yield a high quality, watermarled solution.

G16_31: contracting X random node pairs - trial 1
T T T

10 pairs -&--
11 pairs -*

13 pairs —+- |

edge-cut

16 pairs - |

1 1‘0 100 10‘00 10000
number of distinct solutions
Figure 3: Number of distinct partitioning solutionsof the graph G16with par-
ticular edge-cutsas the following pairs of verticesare merged together: (16,14),
(6.2),(16,4),(9,8),(5,16),(9,4), (11,10),(9,4), (15,16),(9,7), (2,3), (13,5),(13,14),

(10,12),(14,3),(9,8).

2. RELATED WORK

The graphpartitioning problemis ubiquitousin mary fields of
computerscienceandengineeringlt hasimportantapplicationsn
areagrangingfrom work-load balancingin parallelprogramming,
to databasstorageandin particularto VLSI designandCAD tech-
niques[1].

Throughoutthe processof VLSI circuit designand synthesis
graphpartitioningplaysakey role. It hasapplicationsn systende-
sign,behaioral synthesissystem-lgel synthesispackagingrapid
prototyping,andtesting. The graphpartitioning problemis NP-
complete.Thereforemary heuristicmethodsare proposedo find
high quality partitions.

Watermarkings a form of informationhidding thatembedsn-
formationinto aninstanceof somemedia.This informationis use-
ful for the purposeof identification,annotationandcopyright. The
proliferationof digitized mediaandthe prominenceof the Internet
are creatinga mountingneedfor copyright enforcemenschemes
to protectownership. Hence,watermarkingof digitized mediais
becomingincreasinglycommon(3, 15]. In the last threeyears,
a numberof watermarking-basetPP techniqueshave beenprop-
sosedncluding[9, 10,11,13,14].

Several cryptographicechniquesare useful to the first stepof
our watermarkingapproachthatof finding a setof constraintor
theinstanceof the optimizationproblemthatis to bewatermarlked.
The specificmethodwe useinvolvesthe cryptographichashfunc-
tion MD5 , the public-key cryptosystenRSA, anda streamcipher
which may be equialentto the streamcipher RC4. We usethe
PGPsoftwarepackagdor MD5 andRSA calculationq12].

3. OBJECTIVES AND METRICS

Watermarksshouldsatisfy the following properties:low over
head strongproofof ownershiphardto find ghostsignaturestrans-
pareng, difficult to detectdifficult to forgesignaturegndtamper
proof[16].

The objectvesof watermarkingoptimizationproblemamotivate
several metrics. Thesemetricsallow the measuremengompari-
son,andevaluationof watermarkn variousprobleminstances.

Designmetric degradation. For minimizationproblemsguality
degradationis thewatermarkdsolutions qualityoveranunmarled
solutions quality minus1.

Strength of authorship proof. The probability P; that a so-
lution to an optimizationproblemthat was not watermarked by a
authorcoincidentallycontainsthatauthors signaturemustbe con-
vincingly low. Whatshouldbe consideredconvincingly unlikely”
is very subjectve. Probabilitiesin therangeof 103 to 1012 may
amuablybe acceptablelf bruteforce attacksto find ghostsigna-
turesarepossible probabilitiesaslow as2~56 maybenecessary

Resiliency metrics. Specificresilieny metricscanbe defined
for how well awatermarkholdsupto specifickindsof limited tam-
peringattacks.

4. APPROACH

TheapproacHor watermarkingsolutionsfor thegraphpartition-
ing problemis shawn in Figure4. The generaktratay is to define
a numberof costraintsof sometype andthento satisfya dispro-
portionatenumberof them. The type of constraintandthetactics
by which they areencouragedo be satisfiedarediscussedaterin
this section. All of them have in commonthe selectionof a set
of verticesor (hyper)edgesThe pseudorandorselectionprocess
is cryptographicallyseededwith the owner’s signature. This, of
coursecanbedonein awide varietyof waysandcanperhapsven
be expandedandimproved uponto allow additionalfeaturedike
groupsignature$5, 6] andundeniablesignature$4].
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Figure 4: How to watermark: The watermarking process.
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Figure5: How to watermark: Herewe encodeconstraints.
Thecurrentprocessve usefor generatingonstraintss shavnin
Figure4. It is donein this way sothatthe encodingschemeyields
sufficiently randomizedtonstraintsandsothatit is difficult to de-
tectsignaturesandto forge signatures.The figure shaws boththe




encodingprocessandthe processhy which oneverifiesthata sig-
natureis presentMD5 is aone-way hashfunction. RSAis apublic
key encryptionsystem.“AllegedRC4" is a streamcipher We use
MD5 andRSA only from within the PGPsoftware package.The
bit-streamthatis the outputof “allegedRC4” is a cryptographicly
strongpseudorandorhit-stream.The “simple encoding”box uses
it for taskslike choosinga pseudorandomertex and(hyper)edge.

To verify a signature onemustshav both thatthe signatureis
presentin the partitioning solution and that the signaturecorre-
sponddgo thetext file andthepgppublickey of thesupposedwner
Demonstratinghat the signatureis in the partitioning solutionis
doneby shaving thatenoughof the signatures constraintaresat-
isfiedto be unusual.Onecanshav thatthe signaturecorresponds
to thetext file andthe owner’s publickey by runningPGP

Theprotocolfor decidingwhatRSA keys andtext filesareused
is unspecified.If thereis ary “degreeof freedom”in their selec-
tion, thena bruteforceattackmaybe ableto find ghostsignatures.
In orderfor this attackto be computationallydifficult, P mustbe
sufiiciently small. P; < 2-56is likely goodenough.

Watermarksareaddedby defininga setof constraintghatcorre-
spondto the watermarkandthenfinding a solutionthat satisfiesa
sufiiciently disproportionat@umberof theseconstraints The suc-
cessof this endeour can be measuredy the amountof design
metric degradationandthe strengthof authorshipproof. Thereare
mary differenttypesof constraintgshatcanbe defined. Addition-
ally, thereare mary tacticsby which theseconstraintanbe im-
posedin sucha way thatit is likely that solutionswill satisfy a
disproportionateumberof them.In theintroductionwe discussed
constrainingairsof verticesto beonthesamesideof thepartition
by memging themtogether Herewe discussthattactic aswell as
four others. Note that all five tacticswork equallywell on either
graphsor hypegraphs. Later, in the experimentalresultssection,
we shav how they actually perform. The choiceof which tactic
to useandhow mary constraints¢o add can male the difference
betweerpoorandexcellentwatermarkingesults.

The constraintdmposedby eachtactic arecompletelyindepen-
dentof eachother Becausef this, the sameconstraintmay occur
severaltimes.In thiscaseit is eithersatisfiedmary timesor broken
mary times.

Becausall of the constraintsaarechosenindependently;, the
probability of a solutioncarryinganauthors watermarkpurely by
coincidencecanbecomputedoy a simplebinomial. P; is ametric
for the strengthof authorshipproof. Let C be the numberof con-
straintamposedb bethenumberof thesethatarenot satisfiedand
p betheprobabilityof aconstrainbeingsatisfiedourelyby coinci-
denceLet X bearandomvariablethatrepresention mary of the
C constraintsverenot satisfied Now, P = theprobabilitythatb or
lessof C constraintsarenot satisfiedby coincidence= P(X < b) =
So((§) - (PC- (1= p)).

Overestimatinghe value p is acceptablesincethis will always
male P larger. A largervaluefor P meansa wealer strengthof
authorshipproof, sothis canneverbeusedo improve thesupposed
strengthof our watermark.This allows usto estimatep whenit's
exactvalueis notknown.

The tacticsfollow below. For eachtactic we discussthe type
of constraintsthe techniqueby which they areenforced,andthe
methodof computingp, the probability of a constrainteingsatis-
fied purelyby coincidence.

e Mergerandom pairs of vertices. Randomverticesv; and
v, areselectedIf they arein thesamepartitionthenthecon-
straintis consideredsatisfied. Otherwiseit is broken. The
meiging procesyyields a graphthat hasboth weightedver

ticesandedges.Eachconstraintis satisfiedby coincidence
in ak-way partitioningsolutionwith probability p = %

e Add edgeshetweenrandom pairs of vertices. Randonver-
ticesvy andv, areselected.The constraintis satisfiedonly
if the two verticesarein the samepartition. To malke this
morelikely to occur anedgeis addedbetweerthe two ver
tices.If therealreadyis anedgebetweerthem.,it’ sweightis
increasedy one.As above, the constraintsaaresatisfiedn a
k-way partitionby coincidencewith probability p = % .

o Mergerandom edges.Choosea randomedgee. The con-
straintis consideredsatisfiedonly if all of the verticesthat
areincidentto the edgearein the samepatrtition. The con-
straintis imposedby memgingall of theverticestogetherLet
E bethenumberof edgesn the original graph.Let c(S) be
theedge-cubf aparticularpartitioningsolutionS. Eachcon-
straintis satisfiedby coincidencen a particularpartitioning

solutionSwith probability p = (e—_ce(s))

e Thickenrandom edges.Choosearandomedgee. Thecon-
straintis satisfiedf all of it's terminalsarein the samepar
tition. This tacticmakesthis morelikely to occurby adding
oneto weight of the edge. We referto this as“thickening”
theedge.As discusse@bove, the probability of a constraint

beingsatisfiedby coincidences p= @

e Drop random edges. Choosea randomedgee. The con-
straintis consideredsatisfiedif the edgeis cut in the par
titioning solution. This tactic removes the edgefrom the
graph,sothatconstraintaremorelikely to be satisfied.Let
E bethe numberof edgesin the original graphandlet c(S)
bethe edge-cubf a particularpartitioningsolutionS. Each
constraintis satisfiedby coincidencen a particularsolution

Swith probabilityp= %42
5. EXPERIMENTAL RESULTS

We reportwatermarkingesultson severalbenchmark$rom the
UCLA CAD Benchmarking_aboratory The benchmarksve re-
portonin this paperareshavn in Figure6. For our tests,we con-
sistentlyoverestimate for themegerandomedgesthickenran-
domedgesanddroprandomedgedactics.Ratherthanusec(S) to
computep we usedthe conserative lower andupperboundsgiven
in thetable.

Theunderlyingpartitionenwe useis acircuit partitionerby Alpert,
etal [2]. We experimentedvith both2-way and4-way partitioning
[16]. We comparedive differentwatermarkingacticswhich were
describedn the previoussection.

Description 2-way 4-way
Graph || #Cells | #Nets | #Pins || low | high || low | high
19ks 2844 3282 | 10547 || 100 | 200 500 | 650
513207 8772 8651 | 20606 50 120 || 400 | 700
s38584 || 20995 | 20717 | 55203 || 40 100 || 900 | 1400

Figure 6: Benchmark characteristics. “Low” valuesare usedas consewative
guidlines for determining P, for the “merge hyperedges”and “thick en hyper-
edges™tactics. “High” valuesare usedsimilarly for the “dr op hyperedges”tactic.

Figure 7 shavs the resultsfor 2-way partitioning. The x-axis
representshe edge-cutof the watermarkd solution. The y-axis
(scaledlogarithmically)representshe probability P. of achieving
a solutionby coincidence Therearefive curves;onefor eachtac-
tic. P is computedby a binomialformulaasdescribedn the pre-
vioussection.ThebinomialformulatakesthevaluesC, b, andp as
inputs. Thevalue p canbe computedn anolbviousmanner



The valuesof C andb are not directly available from the fig-
ures,however. As anexample,though,considerthe pointlocated
at about(126, 3- 109) on the first figure in Figure7. Thisis a
point in the middle of the “drop randomhyperedgesline. This
point correspondgo dropping 300 randomhyperedgegpossibly
“dropping” the samehyperedgemore thenonce)from the circuit
andthenpartitioningthe resultanthypegraph. Whenthis is done,
47 of the constraintsare satisfiedand 253 are broken. That is
(if eachof the 300 hyperedgeselectedwvere different) 47 of the
155 hyperedgeshat were cut are from our 300! This is amazing
whenyou considerthatthe expectedvalueis around14. Comput-
ing the binomial with C = 300, b = 253, and p = %802, we get
P. = 3.310987 1099, Any partitioningsolutionof edge-cut200
or lesswill have at mostthis probability of coincidentallycontain-

ing thewatermark.If we hadchoserto setp = %ér’z insteadthen

we would getP; = 7.260486 1013, but would only offer protec-
tion of this strengthor moreto solutionswhoseedge-cutwasless
thanor equalto ourown.

Apparentin all of the circuit partitioningexpermentakesultsis
thesuperiorityof thefifth, “drop randomedges'tactic. It displaysa
very linearpatternonthesefigures,usuallywith aslopequiteclose
to —1. Thistactic’s superiorperformancestemsfrom a favorable
tradeof betweerthe costin edge-cuthatis paidwith eachadded
constraintandthe payof in the strengthof authorshigproofthatis
gainedwith eachaddedconstraint.

6. CONCLUSION

Partitioning is an ubiquitoustaskin all synthesisand verifica-
tion stepsof the designprocess.We proposedhe first approach
for intellectualpropertyprotectionof partitioning solutionsusing
a watermarkingscheme. Solutionsproducedusing our approach
simultaneoushare very closeto the bestknowvn solutions,carry
signatureghat are exceptionallyunambiguousare extremely un-
likely to be presentby coincidenceand are difficult to detector
remove.
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Figure 7: Trade off betweendegree of edge-cutdegradation and strength of
authorship proof for 2-way partitioning . Five tactics are compared.
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