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Abstract

Burch and Dill [3] described an automatic method for
verifying a pipelined processor against its instruction
set architecture(1SA). We describethreetechniquesfor
improving this method. \We show how the combination
of these techniques allows for the automatic verifica-
tion of the control logic of a pipelined, superscalar
implementation of a subset of the DLX architecture.

1 Introduction

Burch and Dill’s [3] method for verifying microprocessor control
circuitry is based on a logic (known as the quantifier-free subset
of first-order logic with equality and uninterpreted functions) that
allows for the abstraction of datapath values and operations. That
is an advantage over propositional logic, which requires that indi-
vidual bits be modeled explicitly.

Jones, Dill and Burch [10] extended this work by developing a
faster validity checking algorithm. The resulting method is more
powerful (when applied to processor verification) than other auto-
matic methods[1, 5] and is more automatic than methods based on
theorem provers[4, 6, 9, 12, 13].

This paper has four major contributions. The first is a method
for splitting up the verification into parts, as describedin section 3.
Thissplit makesthelogical formulasthat need to be checked simpler
than they would otherwise be. It isalso easier for the user to reason
about how to keep the implementation and the specification “in
sync” during verification.

The second contribution is a way of constructing abstraction
functionsthat are smaller and easier to check (abstraction functions
are described in section 2). This involves making a small mod-
ification to implementation by adding extra control inputs so that
flushing the processor can becontrolled or scheduled (see section 4).
The abstraction function is made simpler becauseany variability of
instruction flow during flushing (dueto interlocks, etc.) isremoved.

The third contribution is a new simplification algorithm that
makes it easier to check the validity of the formulas constructed
during verification (see section 5). This simplification algorithm
combines ideas from logical rewrite rules and from the use of ob-
servability don’t caresin logic synthesis. When combined with the
above two techniques, it can simplify most of the relevant formulas
to beidentically true. Also, it hascomplexity polynomial inthesize
of the input DAG of the expression being simplified. In practice,
the CPU time needed grows roughly linearly in the DAG size.

ite

(formula) (formula), (formula), (formulay)

(
—(formula)

predicate symbol) ({term), ..., (term))
propositional variable) | true | false

(
(
(
(

(term) = ite((formula), (term), (term))

| write({term), {term), (term))

| read({term), (term))

| {function symbol)({term), ..., {term))
| (termvariable).

Figure 1: Abstract syntax of our subset of first-order logic.

The final contribution is an empirical result showing how the
combination of the above techniques allows for the automatic ver-
ification of the control logic of a pipelined, superscalar implemen-
tation of a subset of the DLX architecture (see section 6). To our
knowledge, this is the first time a superscalar processor model has
been formally verified against its instruction set architecture, using
either manual or automatic methods.

2 Prdiminaries

This section gives a brief overview of the method of Dill et al. for
verifying processors(3, 10].

Quantifier-free, first-order logic with equality and uninterpreted
functions is more expressive than propositional logic but less ex-
pressive than full first-order logic. An example of aformulain the

logicis:
ite(f(a) # f(b), (a # D), true).

The operator ite stands for “if-then-else”. The symbol f is an
uninter preted function becausewe do not havein mind a particular
meaning for f. The above formula is valid, that is, it is true for
every possible assignment of afunction to f and valuesfor « and .

The abstract syntax of the logic is given in figure 1. The ite
operator may be used to construct a formula (returning a Boolean
value) or aterm. The ite operator together with the truth constants
true and false is sufficient for representing all Boolean operators.
However, logical negation and disjunction are included because
they allow for more efficient simplification and validity checking
algorithms on the logic.

It ishelpful when verifying processorsto beableto reason about
stores(memories) such asregister files, caches, or main memory. A
store is modeled as a function from an addressto the data stored at
that address. The operations read and write are used to manipulate

33rd Design Automation Conference O
Permission to make digital/hard copy of all or part of thiswork for personal or class-room use is granted without fee provided that copies are not made

or distributed for profit or commercial advantage, the copyright notice, the title of the publication'and its date

by permission of ACM, Inc. To co%otherwwe to republish, to post on
AC 96 - 06/96 Las Vegas, NV, U J1996 ACM, Inc. 0-89791-833

pear, and notice is given that copying is

servers or to redistribute to lists, requires prior specific permssion and/or a fee.
-9/96/0006..$3.50 S 1o priorsp P



stores. The expression read(s, a) is the value of store s at address
a. Theexpression write(s, a, d) isthe store that has the valued at
address a, and the same value as s for any other address.

This model of stores is very abstract. A store contains no
information about the sizes of its addresses or values. If a design
can be proved correct under this model, then it is correct for any
actual implementation with a known memory size.

When expressionsin the logic are manipulated by the verifica-
tion tool, they are all represented with a single, multi-rooted ex-
pression DAG. Common subexpressionsare included only oncein
the DAG, so pointer comparison is sufficient to check whether two
expressions are syntactically identical. Typically the expression
DAGsare several orders of magnitude smaller than the correspond-
ing expressiontrees. Rewriterulesareusedto simplify expressions,
but the expressionsare not put into acanonical form. For this verifi-
cation method, letting the structure of the system bereflected in the
structure of the expressionsthat are constructed is more beneficial
than using a canonical form for expressions.

In Burch and Dill’'s method, the user provides behavioral de-
scriptions of the implementation and specification. For processor
verification, the specification (the instruction set architecture) de-
scribes how the programmer-visible parts of the processor state are
updated when one instruction is executed every cycle. The imple-
mentation description should be at the highest level of abstraction
that still exposesrelevant design issues, such as pipelining.

Each description is automatically compiled into a transition
function, which is encoded as a vector of symbolic expressions
with one entry for each state variable. Any HDL could be used
for the descriptions, given an appropriate compiler. Our prototype
verifier used a simple HDL based on a small subset of Common
LISP. Thecompiler translates behavioral descriptionsinto transition
functions through a kind of symbolic simulation.

We write Fimp to denote the transition function of the imple-
mentation, and we write Fspec to denote the transition function of
the specification. By using appropriate control inputs, almost all
pipelined processors can be made to continue execution of instruc-
tionsalready in the pipeline while not fetching any new instructions.
This is typically referred to as stalling the processor. We define
Fsail to be afunction from implementation states to implementa-
tion states that represents the effect of stalling the implementation
for onecycle.

All instructions currently in the pipeline can be completed by
stalling for a sufficient number of cycles. This operation is called
flushing the pipeline. We use the function Frush to model the act of
flushing the pipeline. For some sufficiently large integer &,

k
Frush = Fgal,

where F&, denotes % applications of the function Fgai. It is
possible that an incorrectly designed processor may not flush no
matter how many cycles it is stalled. It can be shown that such
a processor will not satisfy the correctness criteria given below,
however, so the bug would be caught.

Intuitively, the verifier should prove that if the implementation
and specification start in any matching pair of states, then the re-
sult of executing any instruction will lead to a matching pair of
states. The primary difficulty with matching the implementation
and specification is the presence of partially executed instructions
in the pipeline. Various parts of the implementation state are up-
dated at different stages of the execution of an instruction, so it is
not necessarily possible to find a point where the implementation
state and the specification state can be compared easily.

This problem is solved by defining an abstraction function &
that maps an implementation state to a specification state. The
function h is given by

h(QImpI) = PTOj(FFIush(QImpI)),

k mpl

Y

Y
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Figure 2. Commutative diagram for the correctness criteria
Squares designate implementation states; circles designate speci-
fication states.

wherethefunction proj convertsan implementation state to a spec-
ification state by simply stripping off all but the programmer-visible
parts of the implementation state.

Using the abstraction function 4, the correctnesscriteriaisgiven

by
YQimp 3m [R(Fimp (Qimpl)) = Fspec(A(Qimpl))]- (1

Theinteger m is needed to keep the implementation and the spec-
ification “in sync”. For example, if the processor does not fetch
an instruction in state Qimpi (due to a load interlock, say), then m
would be zero. For asuperscalar processor, m can be greater than
one. The correctness condition is represented diagrammatically in
figure 2. The diagram in figure 2 is said to commute if and only
proposition 1 holds.

Recall that each of the functionsin proposition 1 is represented
by a vector of expressionsin quantifier-free first-order logic. The
existential quantification is handled by requiring the user to define
a synchronization function that maps Qimp to an appropriate value
for m. Thus, checking the correctness criteria is reduced to check-
ing the equality of two vectors of quantifier-free expressions (the
universal quantification over Qimp can be madeimplicit), wherethe
vectors have one entry per specification state variable. Burch and
Dill [3] described avalidity checking algorithm that can be used to
check this equality. Jones, Dill and Burch [10] described ways of
significantly speeding up the validity checking algorithm.

In somecases, it may be necessary during verification to restrict
the set of implementation states quantified over in proposition 1. In
this case, an invariant could be provided. It must be checked that
theinvariant is closed under theimplementation transition function,
which can be done automatically.

3 Splitting the Commutative Diagram

Our method for splitting the verification task into parts requiresthat
the user provide an additional function, called Fsnea, that maps
implementation states to implementation states. The function is
intended to model the effect of a sneak fetch: the fetching of one
instructioninto the processor without having any previously fetched
instructions flow down the pipeline. In our experience, the only
implementation state variables changed by a sneak fetch are the
instruction queue and the fetch PC, S0 Fsnea 1S much simpler than
Fimp. If their is no room for a newly fetched instruction in the
current state, then Fsnex does not change the state. If there is an
error in the description of Fsnea, then a false negative verification
result can occur but not a false positive.

Instead of directly checking the commutative diagram in fig-
ure 2, we check the three diagrams in figure 3. We also check

1As atechnical matter, we require that k be surjective. Automatically checking
this is not computationally demanding; the necessary CPU time is included in our
empirical results.
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Figure 3: Checking that these diagrams commute is a computa-
tionally easier way to check the commutativity of figure 2. The
variable : ranges over {0, 1} and m ranges from zero to the max-
imum number of instructions the implementation can fetch in one
cycle.

that
YQimp [A( Fsan(Qimpt)) = h(Qimpl )]

We assume that the user has given a predicate that defines when
the pipelineisin aflushed state, and has used the validity checker
to verify that Frun aways returns a flushed state. Due to space
limitations, we do not provide a proof that this check implies that
figure 2 commutes.

Computationally, the check of the diagram in figure 3(a) is easy
because the initial state is flushed and because the fetching and
execution of at most one instruction is involved. The diagrams of
figure 3(b) and figure 3(c) are more difficult to check. Even so, they
can be much easier to check than figure 2, for the following reason.

Typically, the two implementation states on the right of side of
figure 3(c) have the same values for most of their state variables.
Thus, after the abstraction function & is applied, the expressions

that then need to be checked for equality have similar structure.
This structure can be exploited by the validity checker. Similar
intuition appliesto figure 3(b). However, in that diagram many of
statevariables of thelower right implementation statediffer fromthe
upper right implementation state becauseof the application of F'sai:
the stall cycle causesinstructionsto have flowed down the pipeline
morein onestatethanin the other. But sincetheabstraction function
h is constructed using F'swi, this difference is largely removed after
h isapplied. So, asin figure 3(c), the expressionsthat are checked
for equality have similar structure.

4 Constructing Abstraction Functions

Burch and Dill [3] described how to construct an abstraction func-
tion automatically by flushing the processor. This section describes
arefinement of that method that constructs much simpler abstraction
functions while requiring only alittle more human intervention.

Figure 4 shows how a standard 5-stage pipeline is flushed as
described by Dill et al. [3, 10]. In step (b), whether there isin an
instruction or bubble in the id or ex stages depends on whether
therewas aload interlock in step (a). Thisvariability of whether or
not an instruction is present is passed down the pipe and ultimately
appears in the abstraction function that is constructed. While the
extracomplexity that resultsisnot great in thiscase, itismuch worse
in asuperscalar processor, such as the one described in section 6.

The first step in reducing the complexity of the abstraction
function is to add an extra control input (called force _stall) to the
implementation model. When force _stall is negated, the processor
behavesjust as before. However, when force _stall is asserted, the
instruction inthe id stageis not allowed to beissuedto the ex stage,
regardless of whether aload interlock would have occured.

By choosing when force _stall is asserted, the flushing of the
pipeline can be scheduled so that there is no variability in how
instructions flow through the pipeline (see figure 5). Thisresultsin
simpler expressionsfor the abstraction function, making it easier to
check the commutative diagramsin figures 2 or 3.

Since we modified the processor by adding the force _stall in-
put, there might be some concern that this could lead to erroneous
verificationresultsif amistakewasmade. Notice, however, that the
modified version of the processor is only used when constructing
the abstraction function. Thus, a mistake can only lead to a false
negative result, not a false positive.

Thereisanon-trivial amount of human interventioninvolvedin
modifying the processor, and devising a flushing schedule. How-
ever, theextraeffort ismorethan justified by theincreased complex-
ity in the processor models that can be verified. There are a couple
of simplerulesto follow to makeit easier to use this technique. At
any stage where an instruction can be stalled in the pipeline, add a
control input that can beusedto forcethe stalling of that instruction.
Then, schedule the flushing so that one of these control inputs is
negated only if the corresponding instruction is guaranteed not to
stall.

5 Simplification Algorithm

Applying arewrite rule to an expression e involvesfinding a subex-
pression of e that matchesthe left hand side of the rewrite rule, and
then replacing that subexpression with the right hand side of the
rule. Thus, there is a certain locality to applying rewrite rule: only
asmall part of e isinvolved in the rewrite. Thislocality can limit
the power of rewrite rules.

We have developed a method for simplifying expressions that
avoidsthislocality, and thereby overcomes some of the limitations
of rewrite rules. It isrelated to logic synthesismethodsthat use ob-
servability don't cares[7, 11]. Consider the expressionite(p, z, y).
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Figure 4: Flushing a pipeline in the straightforward manner.
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Figure 5: Scheduled pipeline flushing. In step (a), an added control input is used to force aload interlock. In the other steps, the control input
is negated and an interlock cannot occur because either the id stage or the exe stage contains a bubble. As aresult, there is no variability in
the flow of instructions and the abstraction function that is constructed is simpler than it would otherwise be.

Because the subexpressiony cannot be observed when p is true, p
is called an observability don't care of y. We would like to be able
to simplify y using thedon’t care set p. It iseasy to produce rewrite
rules that can simplify the top level of y, for example:

ite(p, ¢, ite(p, y1,90)) —— ite(p, =, yo).

However, we want to be able to use p to efficiently simplify subex-
pressions deep inside y, regardless of how large y is.

The algorithm in figure 6 describes how this is done. The pro-
cedure simplify doesthe actual simplification. It takes an argument
u, which is the expression to be simplified, and a care set b, which
can be used when simplifying. When simplify is used during pro-
cessor verification, b is typically the universal care set (that is, the
don't care setis empty). In that case, the simplification of « comes
completely from using local care sets that are constructed for each
subexpression of . The procedures update_queue and build_result
are auxiliary proceduresused by simplify (seefigure 7). For clarity,
the algorithm is a simplified version of the one used for processor
verification. Instead of handling arbitrary expressionsin the logic,
it only handlesboolean expressionsthat are constructed using ¢true,
false, boolean variables and the ite operator.

In the algorithm, variables of type care_set can be represented
with expressionsor by some other symbolic method. To understand
the algorithm, it is easiest to think of care sets as expressions. The
functions disjoin and conjoin perform the appropriate operationson
care sets. These operations can be approximate; the algorithm is

sound as long a care set is never underestimated, but care sets can
be overestimated. The procedure provably_empty returnstrue if the
expression representing a care set can be shown to betautologically
false. Thiscan also be approximated; it is okay for provably_empty
to return false even if its argument is an empty care set. The
procedure call build_ite_expr(p, ¢, y) constructs the expression
ite(p, z,y) and then applies basic rewrite rules (such as constant
folding, etc.) before returning the expression.

The heart of the algorithm is the while-loop in simplify. A
subexpressionw is pulled off the queuein biggest-first order, which
is analogousto using reversetopological order when processing an
acyclic circuit netlist. If v is of the form ste(p, v1, vo), then it is
determined whether the care set ¢ of v allows v to be replaced by
vo Or v1. If so, thisinformation is recorded in subst_table where it
is used by build_result to construct the final result.

The procedures digjoin, conjoin and provably_empty can be
made approximate in a way that allows them to require only con-
stant time and to still beaccurate enoughto give good simplification
results. In this case, simplify requires time linear in the size of the
DAG representing «.

Observability care sets have been used is logic synthesis [7,
11]. Since our full algorithm handles a subset of first-order logic,
rather than just boolean netlists, it is an extension of these methods.
Also, although observability care sets have been applied to formal
verification [2], they have not previously been applied to logical
transformations of symbolic expressions.



set of (expr x care_set) queue;

[* priority queue for processing exprsin biggest-first */

/* order, and for recording the care set of each expr */
set of (expr x expr) subst_table;

/* hash table that maps an expr to a safe replacement */
set of (expr x expr) result_table;

/* hash table that maps an expr to the expr it is*/

/* replaced by in the result, effectively the transitive */

/* closure of subst_table */

expr simplify(u, b);
expr u;
care_set b;
/* simplify « using b and using observability don’t cares*/
/* for subexprs of « */
{
expr v, p, vo, v1,
care_set c, co, c1;

queue=§;
subst_table = ;
result_table = §;

update_queue(u, b);
while (queue # 0) {
choose (v, c) € queue such that
there does not exist (v', ¢’) € queue
where v’ is a proper subexpression of v;
remove (v, ¢) from queue;
if (v isof theform ste(p, v1, vo)) {
c1 = conjoin(e, p);
co = conjoin(c, —p);
if (provably_empty(c1)) {
I* p isreplaceableby false inc, sov is*/
* replaceable by vo */
add (v, vo) to subst_table;
update_queue(wvo, co);

else {

update_queue(wvs, c1);

if (provably_empty(co))
I* p isreplaceableby true in ¢, sovis*/
/* replaceable by v */
add (v, v1) to subst_table;

else {

update_queue(p, ¢);
update_queue(vo, co);

} ’
b

/* else v is atomic, so no further processing */

return build_result(u);

Figure 6: Simplification algorithm.

6 Superscalar Example

In this section, we describe empirical results for applying our veri-
fication techniquesto a pipelined, superscalar implementation of a
subset of the DLX processor instruction set [8].

The subset of the DL X that we verified hasthe samesix instruc-
tion classes as used by Burch and Dill [3]: store word, load word,
unconditional jump, conditional branch (branch when the source
register is equal to zero), 3-register ALU instructions, and ALU

void update_queue(x, b);

expr u;

care_set b;
/* update queue to reflect that « must be processed and */
[* the care set of « contains */

{

care sete, ¢’;

if ((w, c) € queuefor somec) {
remove (u, ¢) from queue;
¢ =digjoin(b, ¢);
add (u, ¢’) to queus;

elseadd (u, b) to queue;

expr build_result(x);

expr u;
/* useinfo in subst_table to build simplified «, */
/* memoize resultsin result_table */

{

EXpr v, w, p, uo, u1,

if ((u, w) € result_table for some w)
return w;

if ((, v) € subst_table for somev) {
w = build_result(v);
add (u, w) to result_table;
return w;

if (u isof theform ite(p, w1, uo))
w = build_ite_expr(build_result(p),
build_result(u1),
build_result(uo));

esew =u;
add (u, w) to result_table;
return w;

}

Figure 7: Routines used by the simplification algorithm.

immediate instructions. The specifics of the ALU operations are
abstracted away in both the specification and the implementation.
Thus, our verification coversany set of ALU operations, assuming
that the combinational ALU in the processor has been separately
verified.

Instructionsareloaded, two per cycle, into theinstruction queue.
If not enough instructions move out of the queueto make room for
two instructions to be fetched, then no instructions are fetched. Up
to nine instructions can be in the processor at onetime.

The caches and the memory system are not modeled in any
detail. Instead, instruction memory is treated as a black box: the
processor outputs the PC and, after a non-deterministic delay, re-
ceives the instruction from the memory location corresponding to
the PC. Modeling and verifying the interactions of the processor
pipeline, cachesand memory systemis an area for future research.

The implementation uses a simple assume-branch-not-taken
prediction strategy. As a result of the way it handles branches,
this processor speculatively fetches and queuesup instructions, but
it does not do speculative execution.

Checking the commutative diagrams in figures 3(b) and 3(c)
requires keeping the two sides of the diagrams “in sync” by hav-
ing the user construct functions from implementation states to the
integer variables ¢ and m. For this processor, the desired function
sets¢ = 0if in the current state there is a branch taken or there is



no room to sneak fetch an instruction; otherwise, : = 1. Similarly,
m = 0 if in the current state there is a branch taken or no instruc-
tions are fetched; otherwise, m = 2. The user need not worry about
the details of when branches are taken or instructions are fetched,
this information can be derived by using the symbolic simulator
to compute expressions for the appropriate control signals in the
implementation. An error by the user or a bug in the processor can
cause the resulting synchronization function to be wrong, but this
can lead only to a false negative verification result, never a false
positive.

If we directly checked the commutative diagram in figure 2,
rather than the onein figure 3(b), then the synchronization function
would have to be much more complicated. Instead of only having
to consider a taken branch during the current cycle, it would have
to handleinstructions being squashed by branchespotentially being
taken during the next several cycles. Thus, the use of the commu-
tative diagrams in figure 3 not only reduces CPU time needed for
validity checking, it reduces manual effort, as well.

For this processor, scheduling the flushing of the implementa-
tion as described in section 4 requires adding two control inputs to
the implementation. This gives us three modes for the processor:
normal operation, allow no instructions to be issued, and allow at
most oneinstruction to beissued. Using these modes, flushing the
pipeline is scheduled as follows. First, allow no instructions to be
issued for enough cyclesthat all previously issued instructions are
guaranteed to be drained. Second, for one cycle, let one instruction
be issued. Then, keep repeating these two steps until the proces-
sor is completely flushed. Following this schedule, rather than
just flushing the processor without using the extra control inputs,
produces much simpler expressionsfor the abstraction function.

When verifying this processor we made use of a number man-
ually produced case splits. These were derived from a few simple
concepts such the number of instructionsin the queue or how many
instructions were issued in a given cycle. They do not require an
understanding of the expressions constructed when checking the
commutative diagrams. These manual case splits were only needed
for checking the commutative diagrams in figures 3(b) and 3(c);
they were not needed for figure 3(a).

In summary, the verification procedure had the following steps.
First, symbolically simulate the implementation and the specifi-
cation descriptions to derive their transition functions. The user
provides synchronization functions and a flushing schedule. Next,
the verifier automatically uses the commutative diagrams to con-
struct expressions that need to be checked for validity. A total
of 28 manual case splits were used to simplify these expressions.
Finally, the resulting expressions are processed by a simplification
algorithm based on the onein section 5. For all of the expressions,
the simplification algorithm returned the identically true expres-
sion. Thus, it was not necessary to use an automatic case splitting
algorithm as in previous methods [3, 10]. Thetotal CPU required
for verification of this superscalar processor model waslessthan 30
minutes on aSun 4.

7 Conclusion

We have extended the verification method of Burch and Dill [3]
to enable the formal verification of a superscalar processor model
against its instruction set architecture. Some of these extensions
add to the manual effort that was already required with Burch and
Dill’s method. Thus, in some ways, our method is less automatic
than many of the verification methods in the literature. However,
our empirical results suggest that we have achieved an effective
balance between automation and manual effort.

Of the three techniques described in this paper, the method
for constructing abstraction functions (section 4) appears to have
been the most important for verifying our processor model. In

this model, from zero to two instructions can be issued per cy-
cle and instructions wait in a fetch queue before being issued, so
the latency of an instruction can vary significantly depending on
the state of the pipeline when the instruction is fetched. Such
variable latency is not present in other verified processorsin the
literature [1, 3, 4, 6, 9, 10, 12, 13], but it is a common property of
modern commercial microprocessors. Without our technique for
constructing abstraction functions, the Burch and Dill method [3]
could not efficiently handle processorswith such variable latency.

Asdescribedin the paper, errorsin some of the manual inputsto
theverification processcanleadto fal senegative verification results,
but never false positives. The impossibility of false positivesis a
consequence of well known properties of verification methods that
use abstraction functions [1, 4, 6, 9, 12, 13]. If the user does make
thiskind of error, then the verification tool can be used to debug the
user’sinputs. Once the inputs are correct, then the verification and
the debugging of the processor itself can begin.
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